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Evolution of Synthetic Non-Consensual Intimate Imagery
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SNCII aka “undress Al” is used maliciously
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Investigating how Undress Al Is so pervasive

How easy is it to create an Al nude”?

Undress anybody with our
FREE service.

Just choose age, body type,
quality and get aresultina
few seconds




Investigating how Undress Al Is so pervasive

Our experience:

1. Email address 2. Payment
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How are teenagers buying
credits with Crypto?
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Investigating how Undress Al Is so pervasive

Our experience:

3. Upload Image

Black Box

How to reverse engineer the pipeline? @ @

* Probe applications ethically:
Syntheticlmages  Minimize queries



Investigating applications through probing
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Investigating applications through probing

Undress Al application
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Crafting Adversarial Probes
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Running attacks against black box models

Successful adversarial attacks require knowledge of the target model
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Each successful or failed probe can reveal something about the model




Attacks on Al Undress Applications

Fine line between successful vs unsuccessful attacks
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Clues: what a successful

Attacks on Al Undress Applications |sementationateack

would look like

Fine line between successful vs unsuccessful attacks

Attack: Attack fails Attack:
Censored Face Pixel-Based
Segmentation
+

Censored Face

Attack: Attack fails
Pixel-Based
Segmentation



	Slide 1: Understanding Non-Consensual “Undress” applications
	Slide 3: Evolution of Synthetic Non-Consensual Intimate Imagery (SNCII)
	Slide 5: SNCII aka “undress AI” is used maliciously
	Slide 7: Investigating how Undress AI is so pervasive
	Slide 8: Investigating how Undress AI is so pervasive
	Slide 9: Investigating how Undress AI is so pervasive
	Slide 14: Investigating applications through probing
	Slide 15
	Slide 19: Crafting Adversarial Probes
	Slide 21: Running attacks against black box models
	Slide 23: Attacks on AI Undress Applications
	Slide 24: Attacks on AI Undress Applications

